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ITOJIMTUKA OBPABOTKH NIEPCOHAJIBHBIX TAHHBIX

I. O01mme mosoxxkeHus.

1.1. Hacrosmas [lomuTnka pa3paboTaHa B HENAX 3alIUTHl MEPCOHAIBHBIX TaHHBIX,
oOpabaTbiBaéMbIX B HMH(OPMALMOHHBIX CHCTEMax [EPCOHAIBHBIX JAaHHbIX OOmecTsa ¢
OTPAaHUYEHHON OTBETCTBEHHOCTHIO «YoctoBepsroniuii nentp Cubupu» (manee — OO0 «VI]
Cubupn»), OT HECAaHKIMOHHPOBAHHOIO JOCTYIA, HEHPABOMEPHOIO WX HCIIOJIB30BAHHS WU
yTpaThl.

1.2. Tlonutuka ompenenseT oOecrnedeHUe B COOTBETCTBUM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepauun 00pabOTKH, XpaHEHUsI M 3alIUThl [lepcoHaNbHBIX JAHHBIX, @ TAKKE
HEPCOHANBHBIX JAHHBIX, COJIEPKAILMXCS B JOKYMEHTAX, OJYYEHHBIX U3 APYIMX OpraHU3aluii, B
oOpallleHUsIX TpakJaH U UHBIX CyOBEKTOB MEPCOHAIBHBIX JAHHBIX.

1.3. INonutuka paspaborano Ha ocHoBaHuM CT.24 Konctutyuuu PO, denepanbHOro
3akoHa P® «O nepconanbabx qaHHBIX» Ne 152-@3 ot 27.07.2006 1., 3akona «O6 uapopmaium,
uHpopmatuzanud M 3amurte uHGopMmarum» Ne 149-d3 ot 27.07.2006 r., IlocraHoBieHus
[TpaButenscTBa Poccmiickoit ®epeparmn ot 01.11.2012r. Nelll9 «O6 yTBepkIaeHHH
TpeOOBaHUI K 3alllUTe IMEPCOHAIBHBIX JaHHBIX IpU HX 00paboTke B HH(MOPMAIMOHHBIX
CHUCTEMax NEPCOHAIBHBIX JAAHHBIX», HOPMATHUBHO-NIPAaBOBBIMU akTaMu Poccuiickonn denepanuu
B 00JIaCTH TPYAOBBIX OTHOLICHUH.

1.4. Hactosmas Ilonutuka yreepxxnaercs Jupexropom OO0 « Y1 Cubupu».

1.5. Usmenenust B IlonuTuKy MOTYyT OBITh BHECEHBI B YCTAHOBJIIEHHOM J€HCTBYIOIIUM
3aKOHOJIATENILCTBOM IOPSIZIKE.

1.6. B nHacrosmel [lonnTrke HCIONB3YyIOTCA CIEYIOIINE OCHOBHBIE IIOHATH:

1.6.1. IlepconanbHble naHHBIE — JH00ast HHGOPMAIIHS, OTHOCSINASCS K ONPEACIICHHOMY
WINA OIpeNesIseMOMY Ha OCHOBaHHMM Takod wHHpopMamuu ¢uznyeckomy auny (CyObekTy
NEPCOHAIbHBIX JaHHBIX );

1.6.2 Oneparop — rocy1apCTBEHHBII OpraH, MyHULUIIAIbHBINA OpPraH, IOpUINYECKOE WIN
bu3nYecKoe JUI0, OPraHU3YIIKUEe W (WIKM) OCYIISCTBISIONIME O0pabOTKy NepCOHATBHBIX
JTAHHBIX, a TAaKXKe ONpeAeISIONIMe eI U coAep KaHue 00pabOoTKU MepCOHAIbHBIX TaHHBIX;

1.6.3. OOpabOoTKka NepcoHaIbHBIX JaHHBIX - JEHCTBUS (OMEpaluu) C MEePCOHATbHBIMU
JTAHHBIMM, BKJIIOYasi cOOp, CUCTEMAaTH3alMI0, HAKOIUIEHUE, XpaHeHHE, YTOUHeHUe (0OHOBIIEHHE,
W3MEHEHHUE), WCIOIB30BaHUE, paclpocTpaHeHHe (B TOM YHCIE Mepeaady), 0O0e3TuYuBaHUe,
OJIOKMpOBaHNE, YHUUTOXKEHHUE TIEPCOHANIBHBIX IaHHBIX;

1.6.4. PacmpocTpaHeHHE TNEPCOHAIBHBIX JAHHBIX - JIEWCTBUS, HAIlpaBJICHHbBIE Ha
nepeaayy MNEpCOHAJIBHBIX JaHHBIX OINpPENEJIeHHOMY Kpyry JuIl (mepegada IepCOHAIbHBIX
JAHHBIX) WM Ha O3HAKOMJIEHUE C MEPCOHAJIbHBIMU JaHHBIMH HEOTPAHUYEHHOTO Kpyra JIMII, B
TOM 4Hcie OOHapOoJOBaHHE IEPCOHATBHBIX MTaHHBIX B CPEACTBAX MaccOBOM HH(popMaIuu,
pa3MerieHre B HH(GOPMallMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEAOCTaBICHHUE J10CTyIa
K IIEPCOHATIBHBIM JJAHHBIM KaKUM-TH00 UHBIM CIIOCOOOM;

1.6.5. Hcnonb3oBaHWe TMEPCOHANbHBIX JaHHBIX — JeWCTBUA  (omepauuu) ¢
NIEPCOHAIBHBIMU JAHHBIMHM, COBEPIIAEMBIE ONEPATOPOM B ILENAX HPHUHATHUS PELICHUH WU
COBEPIIEHMsS] MHBIX JAEHCTBHM, MNOPOXKIAIOUIMX FOPUIUYECKUE IOCIEACTBUS B OTHOLICHUU
CyObeKTa MepCOHAIBHBIX JaHHBIX WU APYTUX JIHUI JIMOO HHBIM 00pa30M 3aTparuBarolluxX MpaBa
U cBOOOBI CyOBEKTa MEPCOHAIBHBIX JaHHBIX WIN APYTHX JIULL;

1.6.6. biokupoBaHHe TIEpCOHANBHBIX JaHHBIX — BPEMEHHOE IpeKpalieHne coopa,
CUCTEMATH3allM, HAKOIJICHUS, MCIOJb30BaHUsS, PACIPOCTPAHEHUS NEPCOHAIbHBIX JaHHBIX, B
TOM YHCJIE€ UX Nepeayy;

1.6.7. YHHUUYTOXXEHHE MEPCOHANbHBIX NaHHBIX — JEHCTBUS, B PE3YJIbTaTe KOTOPBIX
HEBO3MO>XHO BOCCTAHOBUTH COJIEP’KaHHE MEPCOHATIBbHBIX JAHHBIX B MH(MOPMALMOHHON cHCTEME



MEPCOHAIBHBIX JaHHBIX WM B PE3yJbTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepualbHble HOCUTENN
MEPCOHAIBHBIX JTaHHBIX;

1.6.8. OOe3nmuuuBaHKWE TEPCOHAIBHBIX JAHHBIX — JCHCTBHUA, B PE3YJIbTaTe KOTOPBIX
HEBO3MOXKHO OIPEACTUTh MPUHAIICKHOCTh MEPCOHAIBHBIX JTAaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JaHHBIX;

1.6.9. MudopmarmonHas cucteMa MmepcoHaIbHBIX JaHHBIX — HH()OPMAIIMOHHAS CUCTEMA,
MPEJICTaBIISIONIast COOON COBOKYITHOCTD MEPCOHANIBHBIX JIAHHBIX, COACPKAIIUXCS B 0a3e NaHHBIX,
a TaxkKe WHOOPMAIMOHHBIX TEXHOJIOTHIA ¥ TEXHUYECKUX CPECTB, TO3BOJISIONIUX OCYIIECTBIATh
00paboTKy TakMX MEPCOHAIBHBIX JAaHHBIX C UCIOJIb30BAHUEM CPEJCTB aBTOMATU3allUU WK Oe3
MCIIOJIb30BaHUs TAKUX CPE/ICTB;

1.6.10. KoHpuaeHIMaaIpsHOCTh MEPCOHATBHBIX JAHHBIX — 0053aTeNbHOE IS COOJIIOICHUS
OIepaTOPOM WJIM MHBIM MOJIYYUBIIMM JOCTYI K MEPCOHATBHBIM JaHHBIM JUIIOM TpeOOBaHHE HE
JIOITYCKaTh UX pachpocTpaHeHue 0e3 coryacus CyObeKTa MePCOHAIBHBIX JAHHBIX WIIA HaJTHYUS
MHOTO 3aKOHHOT'O OCHOBaHUS;

1.6.11. Tpancrpanuunas mnepeadya MepCcoOHAIbHBIX JAHHBIX — Iepejavya MepCOHATbHBIX
JTaHHBIX onepatopoM uepes3 ['ocynapcTBennyto rpanuity Poccuiickoit deneparuu oprany BiIacTu
WHOCTPAHHOTO TOCYJapCcTBa, (U3UYECKOMY WM IOPUIUYECKOMY JIMIY HHOCTPAHHOTO
roCy/lapcTBa;

1.6.12. OOmenoCTyMHBIE NCTOYHUKH TIEPCOHAIBHBIX JAHHBIX — CIIPABOYHUKH, aJIPECHBIC
KHUTH, B KOTOpHIE C MHCbMEHHOIO COTJIacUsi CYObEKTa MEpPCOHANbHBIX JTaHHBIX MOTYT
BKJTIOUATKCS €ro (haMuiusi, UMsi, OTYECTBO, TOJl U MECTO POXKIEHUS, aapec, aOOHEHTCKUN HOMED,
cBefleHHsT O Tmpodeccud U UWHBIE T[EpPCOHAJbHBIE JAHHBIE, COOOIIaeMble CyOBEKTOM
MEPCOHAIIbHBIX TAHHBIX.

I1. llonsiTHE M coepKaHUE EPCOHATBHBIX JAHHBIX.

2.1. IlepconHanbHble naHHblE — HH(OpMAIMsA, HeoOXoaAuMas JUIsl OCYILECTBIICHUS
ocHoBHOI1 niestenbHocTH OO0 «Y1I Cubupu» 1 KaJpoBOro yuera COTpYAHUKOB.

2.2. OnepaTopoM nepcoHabHbIX AaHHbIX ABIseTcd OO0 «YII Cubupny».

2.3. lomyckaeTcsi mpUBJIEKaTh NI 00pabOTKH MEPCOHATBHBIX JTAHHBIX YIIOJTHOMOYEHHBIE
OpraHM3alM1 Ha OCHOBE COOTBETCTBYIOIUX IOTOBOPOB U COTJIALICHUM.

2.4. ObecnieueHrne KOH(DUISHITMATLHOCTH IIEPCOHATBHBIX JJAHHBIX HE TpeOyeTcs B ciydae
uX 00€37IMYMBAHMS U B OTHOLIEHUHU OOILEAOCTYTHBIX HCTOYHUKOB IEPCOHANIBHBIX JIaHHBIX.

I11. ITopsinok nmosry4eHusi 1 00padOTKH NMEPCOHAIbHBIX JaAHHBIX.

3.1. IlonyyeHue mEpPCOHANBHBIX JAaHHBIX OCYLIECTBISIETCS B COOTBETCTBHUH C
HOPMaTHUBHO-TIPaBOBBIMU akTamMu Poccuiickoit degepanuu B 001IaCTH TPYJOBBIX OTHOIICHUH,
3aIUTHI IEPCOHATBHBIX JTAHHBIX, HOPMATUBHBIMU M PACHOPAIUTEIHBIME ToKyMeHTamMu OO0
«Y1I Cubupu» Ha OCHOBE cOTJIacusi CyOBEKTOB Ha 00pabOTKY X MEPCOHANBHBIX JTaHHBIX.

3.2 O6paboTka MmepcoHATBHBIX JAHHBIX CYOBbEKTa BO3MOXKHA TOJIBKO C €Tr0 COTJIacus, 3a
MCKIIFOUEHHEM CUTYallU, IPeAyCMOTPEHHBIX 3aKOHOIaTeIbCTBOM Poccuiickoit denepannu.

3.3. be3 cornmacusi cyOBEKTOB OCYIIECTBIsieTCS 00pabOTKa IEepCOHAIbHBIX JAHHBIX,
CoJlepKaliuX TOJMbKO (paMHUIIMK, UMEHAa M OTYECTBA, OOpAIIeHHs W 3ampOChl OpraHM3aIUil U
(bu3NYECKUX JIHIL, PETUCTPALlUs U OTIPaBKa KOPPECIOHIEHIIUHU ITOYTOBOM CBSA3bIO, 0(OpMIICHHE
Pa30BBIX MPOIYCKOB, 00padOTKa MEPCOHANBHBIX JAHHBIX JJISl HCIIOTHEHUS TPYAOBBIX IOTOBOPOB
win 0e3 HCIONb30BaHUS CpPEICTB aBTOMAaTH3allMM, M B HHBIX CIydasX, JOIYCKaeMbIX
3akoHoaresnbcTBOM Poccuiickoit deneparuu

3.4. O6paboTKa M HCIOJIH30BAHHUE TMEPCOHAIBHBIX MTAHHBIX OCYIIECTBISETCA B IENSX,
YVKa3aHHBIX B COTJIAIIEHUSX C CYOBEKTaMH MEPCOHANBHBIX JAaHHBIX, a TakKe B CIydYasXx,
MPEyCMOTPEHHBIX HOPMAaTUBHO-TIPABOBBIMU akTaMu Poccuiickoit @eaepanuu.

3.5. B ciydyae yBonbHEHHS CyOBEKTa MEPCOHATBHBIX MAHHBIX M HHOTO JOCTHKCHHS
nenei oOpabOTKH MEepPCOHANBHBIX JaHHBIX, 3aUKCHUPOBAHHBIX B MHUCHMEHHOM COTJIAIlIEHUH,
Omneparop HE3aMEATUTENBHO MpeKpamaeT oO0paboTKy MEePCOHATBHBIX TAHHBIX M YHHUYTOXKAET
COOTBETCTBYIOILIME MEPCOHANbHBIE JaHHBIE B CPOK, HE MPEBBIMIAIONINI TpeX pabouux AHEW C
JIaThl JOCTHIKEHUS Ied 00paOOTKH MEepPCOHANBHBIX IAHHBIX, €CIM MHOE HE MPEIyCMOTPEHO
beneparTbHBIMU 3aKOHAMH.



3.6. IlpaBuna oOpabOTKM M MCIOJIB30BAHUS TEPCOHAIBHBIX JAHHBIX YCTAHABIMBAIOTCS
OTAeNbHBIMU pernamenTamu U HHCTpyKuusaMu OO0 «Y1 Cubupu».

3.7. IlepcoHasibHBIE JaHHBIE MOTYT XPaHUTHCS B OyMaKHOM H(MJIM) AJICKTPOHHOM BHJIC
[EHTPAIIM30BAaHHO WJIM B COOTBETCTBYIOLIMX CTPYKTYPHBIX MOJpPA3JCICHUSIX C COOIIOJCHUEM
MPEelyCMOTPEHHBIX HOPMAaTHUBHO-IIPaBOBbIMU akTamu Poccuiickoit denepannu mep 1o 3amure
NEPCOHAITBHBIX JIAHHBIX.

3.8. IlepeueHb CTPYKTYpHBIX mMOJpa3feieHUl u (WIM) OTICIbHBIX JOHKHOCTEH,
UMEIOIIMX NpaBO Ha 00pabOTKy MepCOHANBHBIX MaHHBIX, IPEIOCTaBIsIETCS pabOTHUKAM
CTPYKTYpPHBIX MOJpa3AeieHuil u(Win) JOHKHOCTHBIM JIMIAM, OMNPEICNIEHHBIM OTIEIbHBIMU
[Tpuka3zamMu, pacrnopAIUTENbHBIMU JOKYMEHTAMH W HWHBIMH TNHCbMEHHBIMH YKa3aHHUSIMHU
ynoJIHOMO4YEeHHBIX cOTpyAHUKOB OO0 «Y1I Cubupm».

3.9. IlepconanpHble [aHHBIC 3AIIMIIAIOTCS OT HECAHKUHMOHHUPOBAHHOTO JOCTyHa B
COOTBETCTBUM C HOPMAaTUBHO-IIPABOBBIMM akTamu Poccuiickon ®enepanyuv, HOPMAaTHUBHO-
pacnopsiANTEIbHBIMUA aKTaMU U PEKOMEHAAMSIMH PETYJIUPYIOIIUX OPTaHOB B 00JIACTH 3alIUTHI
UHPOpPMALINH, a TAK)KE YTBEP)KICHHBIMH PETJIaMEeHTaMu M HHCTpYyKImsiMu OniepaTopa

IV. IlpaBa, 00S13aHHOCTH M OTBETCTBEHHOCTh Cy0ObeKTa NEPCOHAJBbHBIX JAHHBIX U
Omnepartopa npu 06padoTKe NEPCOHATbHBIX JAHHBIX

4.1. B wmemsax ob0ecrneueHuss 3allUThl CBOMX IEPCOHAIBHBIX JAHHBIX CYOBEKT
IIEPCOHAIBHBIX JaHHBIX B cooTBeTcTBUU ¢ DenepanpHbiM 3akoHOM Poccuiickoii Penepanuu ot
27.06.2006 1. Ne 152-®3 «O mnepcoHaJIbHBIX MJaHHBIX» 3a MHCKIIOUEHUEM CIIy4yacs,
IIPElyCMOTPEHHBIX JaHHBIM DeiepalIbHbIM 3aKOHOM, UMEET MPaBo:

4.1.1. Ha nonyuyenue cBenenuii 06 Omneparope, 0 MECTe €ro HaxXOXJICHUS, O HATHYUH Y
Onepatopa MEpPCOHAIBHBIX JIAHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOIIEMY CYOBEKTY
NEPCOHAIBbHBIX JaHHBIX, & TAKKE Ha 03HAKOMJIEHHE C TAKUMU MEPCOHAIBHBIMU JaHHBIMU;

4.1.2. TpeboBare oT OmnepaTopa YTOYHEHHUS CBOUX IEPCOHAJBHBIX HAHHBIX, MX
OJIOKHPOBAHMSI WM YHUYTOXKEHHS B Cllydae, €CJIM [EPCOHAIbHbIE JIAaHHBIE SIBIISIFOTCS
HENOJHBIMH, yCTapEBIIMMH, HEAOCTOBEPHBIMM, HE3aKOHHO IIOJYYEHHBIMU WIM HE SIBISIOTCS
HEOOXOIUMBIMU ISl 3asBJICHHOM LeMM 0O0pabdOTKM, a TakKe NPUHHUMATh IPEIlyCMOTPEHHbIE
3aKOHOM MEPHI 10 3alIUTE CBOUX IIPaB;

4.1.3. Ha nonyuyenue npu oOpallleHUH WIM IpU MOJIYYEHHM 3ampoca HH(OpMaluu,
Kacaroleicst 00paboTKH ero NepCcoHaNbHbBIX JaHHBIX;

4.1.4. Ha oOxaynoBanue nedctBuil unu OesneiictBus Omneparopa B YIMOJIHOMOYEHHBIN
OpraH 10 3alIuTe NpaB CyObEKTOB NMEPCOHATBHBIX JAHHBIX WM B CY1I€0HOM MOPSJIKE;

4.1.5. Ha 3amuTy CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCJIE HAa BO3MEIICHHUE
YOBITKOB U (MJIM) KOMIIEHCAIIMIO MOPAJILHOTO Bpeia B CyA€OHOM MOPSIIIKE.

4.2. O6s3anHOCcTH OMniepaTopa npu cOope NePCOHATBHBIX TAHHBIX.

4.2.1. Onepatop 00s3aH 6€3BO3ME3/IHO MPEJOCTABUTh CYOBEKTY MEPCOHAIBHBIX JAHHBIX
WM €r0 3aKOHHOMY IPE/ICTaBUTENI0 BO3MOKHOCTh O3HAKOMIIEHUS C MTEPCOHATBHBIMU JaHHBIMH,
OTHOCSIIMMHCS K COOTBETCTBYIOLIEMY CYObEKTY IEpCOHANBHBIX JaHHBIX, a TAK)KE BHECTH B HUX
HEO0OXOUMbIE U3MEHEHMSI, YHUUTOKUTh WM OJIOKUPOBATh COOTBETCTBYIOLIHE MEPCOHAIbHbBIE
JAHHbIE 10 MPEJOCTaBIECHUU CYOBEKTOM TEPCOHAIBHBIX JAaHHBIX WM €ro 3aKOHHBIM
MPEJICTaBUTENIEM CBEICHHUI, MOATBEPXKIAIONINX, YTO TMEpCOHAIbHbIE JaHHbIE, KOTOpPbIE
OTHOCATCS K COOTBETCTBYIOLIEMY CYOBEKTY M 00pabOTKy KOTOpBIX ocyiecTsisier Omneparop,
ABIIIOTCS HEMOJIHBIMH, YCTapEBUIMMH, HEIOCTOBEPHBIMH, HE3aKOHHO MOJYyYEHHBIMU WM HE
SBIISIIOTCSI HEOOXOMMBIMH JIJIs 3as1BJICHHOM 1€l 00pabOTKH.

4.2.2. O BHECEHHBIX U3MEHEHMSIX U MPEINpUHITHIX Mepax Omnepatop 00s3aH yBEIOMUTh
CyObeKTa MepCOHABHBIX JAHHBIX MJIM €r0 3aKOHHOTO MPEICTaBUTENS U TPEThUX JIML, KOTOPBIM
NEPCOHAIbHBIE JaHHbIE ITOr0 CyObEKTa ObLIN MepelaHbl.

4.2.3. B cnyyae BBISBICHUS HEMPABOMEPHBIX JICHCTBUN C MEPCOHAIBHBIMU JaHHBIMU
OrniepaTop B CpPOK, HE MPEBBIIAIONINN TpeX paboyux JAHEH ¢ JaThl TAaKOTO BBISIBICHHS, 00s3aH
YCTPaHUTh JONYLIEHHbIE HAPYIIECHNUS.

4.2.4. B cnydyae HEBO3MOXHOCTH YCTPaHEHHUs IONYIICHHBIX HapymeHuil OnepaTop B
CpPOK, HE MPEBBIIAIONIUI TpeX pabounx JHEH C 1aThl BBISBICHUS HETIPABOMEPHOCTH JEHCTBUH C
NEPCOHAIBHBIMU JJAHHBIMHU, 00513aH YHUUTOXHUTH IEPCOHAIbHBIE JaHHBIE.



4.2.5. O6 ycTpaHeHHUH MOMYIICHHBIX HAPYIIEHUH WM 00 YHHUYTOXCHUHU MEPCOHATBHBIX
naHHbBIX Oneparop 00s3aH yYBEOMHTH CYOBEKTa MEPCOHANBHBIX JAHHBIX HJIM €r0 3aKOHHOTO
IpEe/ICTaBUTEIIS.

4.2.6. B crmydae oT3pIBa CyOBEKTOM NEPCOHAIBHBIX MAHHBIX COTJIacHS Ha 00pabOTKy
CBOMX IE€pPCOHAJBbHBIX MAaHHbIX Omepatop o00s3aH NPEKpaTUTb OOPaOOTKY MEepPCOHATbHBIX
JAHHBIX ¥ YHUYTOXKUTH MEPCOHAIBHBIE IAHHBIC B CPOK, HE MPEBBIIIAIOIINA TpeX pabodux JHEH ¢
JaThl TIOCTYIJICHUS! YKAa3aHHOTO OT3bIBA, €CIM MHOE HE MPEeIyCMOTPEHO COTJIAIeHHEM MEXIy
OmnepaTopom 1 CyOBEKTOM MEPCOHATBHBIX TAHHBIX.

4.2.7. O6 yHUYTOXEHUHU MEPCOHATBHBIX JaHHBIX OrepaTop 0053aH yBEAOMHTh CyOBEKTa
MEPCOHAIBHBIX JaHHbBIX.

4.3. [IpaBa OnepaTopa Ha niepeady NepCcoOHaIbHbBIX JAHHBIX TPETHUM JIHIIAM.

4.3.1. Omnepatop He BmHpaBe 0€3 MHUCbMEHHOTO COTrjacHs CyObeKTa MepCOHATbHBIX
JMAHHBIX TepeAaBaTh oOpabaTbiBaeMble IEPCOHAIBHBIE JaHHBIE TPETBUM JIMIAM, 32
UCKJIIOYEHHEM CIIy4aeB, PeAyCMOTPEHHBIX 3aKOHOIaTeIbcTBOM Poccuiickoit deaepanuu

4.3.2. Ilepenaua mepcOHANBHBIX JaHHBIX CYOBEKTa TPETbUM JIMIAM JOJDKHA
MIPOU3BOJIUTCS B COOTBETCTBUU ¢ PermaMeHToOM mepenadd MEepPCOHATIbHBIX JAHHBIX TPETHUM
JIUIIAM.

V. OTBeTCTBEHHOCTD 32 pa3rjalleHHe NepCOHAJbHbIX TAHHbIX.

5.1. Omneparop, a Takxe AOJDKHOCTHBIE JIMI[A, BUHOBHBbIE B HAapyLUIEHUU TpeOOBaHUIA
@®enepanpHoro 3akoHa PO «O mepcoHanbHbIX JaHHBIX» Ne 152-®3 ot 27.07.2006, HecyT
IPaXXJIaHCKYIO, YTOJOBHYIO0, aIMUHUCTPATUBHYIO, JUCLUIUIMHAPHYIO U HHYIO NIPEyCMOTPEHHYIO
3aKoHoAarenbecTBOM Pocculickoit denepanuy OTBETCTBEHHOCTD.

5.2. OTBeTCTBEHHOCTh 3a coOIIOAeHUE TpeOoBaHUI 3akoHOAaTenbcTBa Poccuiickoit
®enepanuu npyu 00pabOTKE M UCHOIb30BAaHUM NEPCOHAIBHBIX JI@HHBIX BO3JIaraercsi B MpUKa3e
00 yTBepxkaeHuu [1oMUTHKN 1 HHBIX PUKa3aX Ha pyKOBOJAUTENEH CTPYKTYPHBIX MO/Ipa3AeieHnit
Y KOHKPETHBIX JOJKHOCTHBIX JiMl Oneparopa, 00padaThIBAIOIINX EPCOHATIbHBIE JaHHbIE.

VI. OcHOBHble NPUHUHNBI MOCTPOEHUSI CHCTEMbI KOMIUIEKCHOW 3alIuThI
uHopmanuu

[Toctpoenne cucreMbl  oOecriedeHHs]  O€30MACHOCTH  MEPCOHANBHBIX  JaHHBIX
UHPOPMALIMOHHBIX  CHUCTeM MepcoHalbHBIX AaHHBIX OO0 «YI[ Cubupum» u ux
(GYHKIIMOHUPOBAHHUE JOJHKHBI OCYILECTBISATHCS B COOTBETCTBHM CO CIIEAYIOIIMMHU OCHOBHBIMH
NPUHIUIIAMU:

- 3aKOHHOCTb;
- CHCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HEeNpPEepbIBHOCTb;

- CBOEBPEMEHHOCTb;

- IIPEEMCTBEHHOCTb U HEMPEPHIBHOCTH COBEPILICHCTBOBAHMS;
- MIepCOHAJIbHAsl OTBETCTBEHHOCTb;

- MUHUMH3AIUS TOTHOMOYN;

- B3aMMOJIEWCTBHE U COTPYJHUYECTBO;

- TUOKOCTh CUCTEMBI 3aIUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIllUTHI;

- MPOCTOTA MPUMEHEHUS CPEJICTB 3aIIUTHI;

- Hay4yHast 000CHOBAaHHOCTh M TEXHUYECKasl PeaIn3yeMOCTb;
- crierUanu3ays 1 npopecCuoHaIn3M;

- 00s13aTEILHOCTH KOHTPOJIS.

6.1 3akoHHOCTH

[Ipeamonaraer OCYyIIECTBIEHHE 3allUTHBIX MEPONPUATHA U pa3pabOTKy CHCTEMBI
sammThl  mepcoHanbHbIX gaHHBIX (C3I1Jn) OOO «VYI[ Cubupum» B COOTBETCTBHH C
HeﬁCTByIOIHHM 3aKOHOAATCIILCTBOM B O6HaCTI/I 3alllUThl NCPCOHAJIBHBIX HOAHHBIX W AOPYTHUX



HOPMAaTUBHBIX  aKTOB 1O  0e30mMacHOCTM  WH(MOpMALUK, YTBEPXKACHHBIX  OpraHaMu
roCyJapCTBEHHOM BIACTH U YIPaBJICHUS B Mpe/esiax UX KOMIETEHIUH.

[Tonp30BaTeny U 0OCTYKUBAIOIIUN TEPCOHAT UH(DOPMALIMOHHBIX CUCTEM MEPCOHATBHBIX
naHHbIx OO0 « Y1 Cubupm» HOIKHBI OBITh OCBEOMIICHBI O TIOPSAKE paOOTHI C 3aIIHUIAEMON
nHpopmaneld 1 06 OTBETCTBEHHOCTH 3a 3amuTy [1/]H.

6.2 CucreMHOCTh

Cuctemnsiii nmogaxon k nocrpoenuto C3I[JJlH OO0 «YI Cubupu» mpenronaraer yder
BCEX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIONIMX M HU3MEHSIOIIMXCS BO BPEMEHHU 3JIEMEHTOB,
ycIoBUM M (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX MJIi HOHMMAaHUSA U pELIEHUS MpoOIeMbl
obecnieuenus 6e3omacaoctd UCIIIa OO0 «Y1I Cubupm».

[lpr co3maHuu CHCTEMBI 3alUTHl JOJDKHBI YYUTHIBAThCS Bce ciabble W HamOolee
ySI3BUMBIE MECTa CUCTEMBI 00paOOTKH MEePCOHANIBbHBIX JTaHHBIX, a TAK)KE XapaKTep, BO3MOXHbBIE
OOBEKTHl M HAmpaBICHUS arak Ha CHCTEMy CO CTOpPOHBI HapymuTeneil (ocoOeHHO
BBICOKOKBAIM(DUIIMPOBAHHBIX 3JIOYMBIIIJICHHUKOB), IIYTH MPOHUKHOBEHUS B pacIpellelieHHbIe
cucremsl 1 HCJ/I x nndopmarnmm. Cucrema 3aIuThl JTOJDKHA CTPOUTHCS C YYETOM HE TOJIBKO
BCEX M3BECTHBIX KaHanoB npoHuKHOBeHUs M1 HC/] k nundopmalmm, HO U ¢ y4eTOM BO3MOXKHOCTHU
HOSIBJICHUS TPUHLIMITUAIBHO HOBBIX MyTEH peanu3anuu yrpo3 0€301acHOCTH.

6.3 KowmmiekcHocTh

KomniekcHoe — ucronb3oBaHME  METOJAOB M CPEICTB  3aIMTHI  IIpenIiosiaraer
COTJIaCOBaHHOE IMPUMEHEHHE PAa3HOPOJAHBIX CPEICTB MPU MOCTPOCHUHU IIEIOCTHONH CHUCTEMBI
3alllUThl, MEPEKPBIBAIOIIECH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIbl peaji3alii yrpo3 U HE
coJieprkanieit cmabbIX MeCT Ha CThIKaX OTAENbHBIX €€ KOMIIOHEHTOB.

3amura JIOJDKHA CTPOUTHCA DIIETOHHpOBaHO. J[ns Kakaoro KaHajma YTEUKHU
uHbOpMallMl M IS KaXI0M Yrpo3sl 0O€30MacHOCTH JIOJDKHO CYIIECTBOBaTh HECKOJIBKO
3alUTHBIX pyOekeit. Co3maHue 3allUTHBIX PYOEKel OCYIIECTBIISIETCSI C YY4E€TOM TOTO, YTOOBI
JUISL UX TIPEOJIONICHUS] MOTEHIIMAIBHOMY 3JI0YMBIIUICHHUKY TpeOoBaluch MpodecCHOHaIbHbIC
HABBIKH B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX 00IACTSIX.

Buemmnsss  3ammrta gomkHaA — oOecrieyuBaThCs  (DUBMYECKMMU  CPENCTBaMH,
OpraHM3al[MOHHBIMM M MpaBoBbIMU Mepamu. OJHUM U3 Haubosee YKpelIeHHBIX pyOexei
MpU3BaHbl OBITH CpEICTBAa KpUNTOTpadUUecKol 3alIUTHI, pPeaTu30BaHHBIE C HCIOIb30BaHHUEM
texHojoru VPN. IlpuknaaHoit ypoBeHb 3alllUThl, YUUTHIBAIOIIMM OCOOEHHOCTH MPEIMETHON
o0nacTu, mpeICTaBIsieT BHYTPEHHUN PYOEK 3alUTHI.

6.4 HemnpepbIBHOCTH 3aITUTHI IEPCOHATBHBIX JAHHBIX

3amuTa nepcoHalbHBIX JaHHBIX — HE Pa30BO€ MEPONPUITHE U HE TPOCTast COBOKYIMHOCTh
MPOBEJCHHBIX MEPONPHUATHI W  YCTAHOBJICHHBIX CPEJCTB 3allUThl, a HENPEPHIBHBIN
LEeJIeHANPaBICHHbIA MPOLECC, MPEANOJararouil TPUHATHE COOTBETCTBYIOLIMX MEP Ha BCEX
JTanax >KU3HEHHOTO ITUKJIa HH()OPMAITMOHHOM CUCTEMBI IEPCOHATBHBIX JIAHHBIX.

NudopMalinoHHbIE CHUCTEMBI TMEPCOHANBHBIX JAHHBIX JIOJDKHBI HAXOJIUTHCS B
3aIIAIIEHHOM COCTOSSHUM Ha TPOTSHKEHWH BCETO BpeMEHH UuX (QYHKIMOHUpOBaHUSA. B
COOTBETCTBUU C 3THUM HPUHIIMIIOM JIOJDKHBI MPUHUMATHCS MEPHI MO HEAOMYIICHHUIO Mepexoa
WH()OPMAIIMOHHBIX CHCTEM NIEPCOHAIILHBIX IAHHBIX B HE3AITUIIICHHOE COCTOSHUE.

BonpmmHCTBY (DM3MUECKMX M TEXHUYECKHUX CPEACTB 3amuThl A 3()PeKTHBHOTO
BBITIOJIHEHHSI CBOMX (YHKIMI HeoOXoAuMa IOCTOSHHAs TEXHWYECKas W OpTaHu3allMOHHAs
(amMUHUCTpAaTUBHAsA) TOJJCpKKa (CBOEBpEMEHHass CMeHa M O0ecrleueHHue MPaBHILHOTO
XpaHeHUs] HW TPUMEHEHUs WMEH, TMapoJiel, KiIo4Yeld mudpoBaHus, TEpeonpeaeicHne
nonmHoMounii u T.m.). IlepepbiBEI B paboTe CPEeACTB 3aIIUThI MOTYT OBITH HCIIOJIb30BaHbBI
3II0YMBINUICHHUKAMH 71T aHAJIM3a TPUMEHSEMBIX METOJIOB M CPEJICTB 3AIUTHI, JIs BHEIPEHUS
CHEUUATBHBIX MNPOrPAMMHBIX M amlmapaTHbIX "3aKIaMoK" W JPYyTrUX CPEACTB MPEOI0IECHUS
CUCTEMBI 3alUThI TIOCJIE BOCCTAHOBIICHUS €€ (PYHKIIMOHUPOBAHHUS.

6.5 CBOEBpEMEHHOCTD

[Ipenmonaraer  ymnpexpalomuid  xapaktep Mep  oOecnedyeHus  O€30MaCHOCTH
MEPCOHANBHBIX JAHHBIX, TO €CTh MMOCTAHOBKY 3aJ1a4 MO KOMIUIEKCHOU 3aIuTe HHPOPMAITHOHHBIX
CUCTEM NEPCOHAIBHBIX JaHHBIX U peaTu3aluio Mep obecreueHus: 0€30MacHOCTH MEePCOHATbHBIX
JAHHBIX HA PAHHHUX CTAAUSIX pa3paboTKu MH(OPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX NAaHHBIX B
L[EJIOM U €€ CUCTEMBI 3alUThl HH(GOPMAIH, B YaCTHOCTH.



Pa3paboTka cucTemMbl 3allUThl JOJDKHA BECTUCH MapajlIeIbHO C pa3paboTKol
pa3sBUTHEM CaMOH 3aIUIIAEMON CUCTEMBL. JTO MO3BOJIUT YUeCTh TpeOOBaHUs O€30MaCHOCTH MIPU
MPOEKTUPOBAHUM APXUTEKTYPhl M, B KOHEYHOM cueTe, co3aarh Ooiee r¢dekTuBHbIE (KaK IO
3aTparam pecypcoB, TaK U MO CTOHKOCTH) 3alUIIEHHBIC CUCTEMBI.

6.6 IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHE

[IpeamonararoT MOCTOSTHHOE COBEPUICHCTBOBAHUE MEP M CPEACTB 3alIUTHl WH(OpMAIH
Ha OCHOBE MPEEMCTBEHHOCTH OPraHM3alMOHHBIX U TEXHUUYECKUX PEIICHU, KaApOBOr0 COCTaBa,
aHam3a (QYHKIIMOHUPOBAHKS MH(DOPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX U UX CHCTEMBI
3alIUTHl C YYETOM M3MEHEHUIl B METO/JaX M CPEACTBax mepexnara MH(OpMalUU, HOPMATHUBHBIX
TpeOOBaHUil MO 3alIUTe, JOCTUTHYTOI0 OTEUECTBEHHOTO U 3apy0eHOTr0 OMbITa B 3TON 001aCTH.

6.7 llepcoHaibHasi OTBETCTBEHHOCTh

[Ipenmonaraer BO3JOXKEHHE OTBETCTBEHHOCTH 3a obecrieyeHHe 0Oe30MacHOCTH
NEPCOHANBHBIX JAHHBIX M CHCTEMBI MX 00paOOTKH Ha KaXJOTO COTPYIHHKA B Ipeienax ero
MOJIHOMOYMI. B COOTBETCTBMM € 3THM NPHUHILMIIOM pachpejelieHne mpaB U 00s3aHHOCTEH
COTPYAHUKOB CTPOHTCS TAaKUM 00pa3oM, 4TOOBI B CiTydae JJF000Tr0 HapyIICHHUs KPyr BUHOBHUKOB
OBLJT YETKO U3BECTEH WIIM CBEICH K MUHUMYMY.

6.8 [IpuHIMI MUHUMHU3AIHUHA TTOTHOMOYHI

O3Hayaer mpenoOCTaBlIEHHWE IOJNb30BATENSIM MHMHHMMAJIbHBIX MpaB JOCTyla B
COOTBETCTBUHM C TPOU3BOACTBEHHOW HEOOXOAMMOCTHIO, HAa OCHOBE IMpPHUHIMIA «BCE, YTO HE
pa3pereHo, 3arnpemeHom.

JlocTyn K mepCcOHANbHBIM JaHHBIM JOJDKEH MPEIOCTABIATHCS TOJIBKO B TOM CIIydae H
o0Beme, eci 3T0 HEOOXOIUMO COTPYAHHUKY JUIS BHIITOJIHEHUS €0 JOKHOCTHBIX 0053aHHOCTEH.

6.9 BzaumoneiicTBHE M COTPYIHHYECTBO

[Ipenmonaraer cozgaHue OMarompusTHONH aTMoc(epsl B KOJIEKTUBAX MOJpa3elICHUH,
00eCTIeYnBarOIIUX ACATEIEHOCTh HH(OPMAIIMOHHBIX CHCTEM NepcoHANbHBIX MaHHBIX OO0 «Y1]
Cubupu», N1 CHIKEHHUS BEPOSTHOCTH BO3HMKHOBEHMSI HETaTHBHBIX JEUCTBUU CBSI3aHHBIX C
YeJI0BEYECKUM (PaKTOPOM.

B Takoii oOcTaHOBKE COTPYOHHKH IOJDKHBI OCO3HAHHO COONIOJATh YCTAaHOBJICHHBIE
npaBUiIa M OKAa3blBaTh COJACHCTBHE B JIEATEILHOCTH IOAPA3/ICICHUN TEXHUYECKON 3alluThI
UHpOpMaLUH.

6.10 T'mOKOCTH CHCTEMBI 3aIMTHI TIEPCOHATBHBIX JAHHBIX

[TpunsITHIE MEpPBI U YCTAaHOBIEHHBIE CPEJCTBA 3aLIUTHI, OCOOCHHO B HadalbHBIA MEPUOJ
UX OKCIUTyaTallid, MOTYT O0eclednBaTh KaK Ype3MEpHBIH, TaK M HEJO0CTATOYHBIA ypPOBEHB
3amuThl. [l obecriedeHrs] BO3MOXKHOCTH BaphbUPOBAaHUS YPOBHEM 3alIMIEHHOCTH, CPEICTBA
3aIUTHl JOJDKHBI 00JaaTh ONpeaeieHHOM THOKOCThI0. OCOOEHHO BaXXHBIM 3TO CBOWMCTBO
ABIISIETCS B TE€X CIyd4asX, KOTJla YCTAaHOBKY CPEJCTB 3alUThl HEOOXOJWMO OCYILECTBISATH Ha
paboTaromIyIo CHCcTeMy, He HapyIas mpolecca €e HopMaJbHOTO (DyHKIIMOHUPOBAHUSI.

6.11 OTKpBHITOCTH AITOPUTMOB U MEXAHU3MOB 3aIL[UTHI

CyTh NMPUHIMIIA OTKPBITOCTH aJITOPUTMOB M MEXaHHU3MOB 3aIMTHl COCTOUT B TOM, YTO
3aIIMTa He IOJDKHA 00ECTIeYUBATHCS TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYpPHOU OpraHH3aIul U
QITOPUTMOB (D)YHKIIMOHUPOBAHUS €€ TIOJICHCTEM. 3HAHHUE aJITOPUTMOB paOOTHI CUCTEMBI 3aIIUTHI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTHU €€ MpeoaosieHus (Jaxe aBTopam). OgHAKO, 3TO HE 03HAYAET,
9T0 HH(POPMAITUSI 0 KOHKPETHOH CHCTEME 3alUThI JOJDKHA OBITH 00IIEIOCTYITHA.

6.12 Ilpocrora npUMEHEHHUs CPEACTB 3AIUTHI

MexaHHU3MBI 3alHUTHl JOKHBI OBITh HHTYUTHBHO TIOHSTHBI U IMPOCTHI B MCIIOJIL30BaHUH.
[TprMeHeHue CpelICTB 3alIUThI HE TOMKHO OBITH CBSI3aHO CO 3HAHWEM CHEIHAbHBIX S3BIKOB MU
C BBITMIOJHCHUEM JICHCTBUH, TPEOYIOIINX 3HAYUTEIHHBIX JOMOJHHUTEIBHBIX TPYI03aTpaT IMPH
00BIYHOI paboTe 3aperucTPUPOBAHHBIX YCTAHOBIEHHBIM MOPSIKOM IMOJIb30BaTENIEH, a TAaKKE HE
JOJKHO TpeOOoBaTh OT MOJIb30BATEINsl BBIMOJHEHUS PYTUHHBIX MAJIOMOHSATHBIX €My Omepauui
(BBOJ HECKOJIBKUX MApOJIei U UMEH U T.1.).

JloipKHa TOCTUraThCsl aBTOMATHU3alMs MAaKCHMAJIBHOIO YHCIa JEHCTBUM MOJb30BaTENIEH
¥ aJIMUHHACTPATOPOB WH(OPMAITMOHHON CHCTEMBI IIEPCOHATBHBIX JTaHHBIX.

6.13 HayuHas 000CHOBaHHOCTb U TEXHUYECKAsl PEATM3yeMOCTh

HNudopManinoHHbIe TEXHOJOTHH, TEXHUYECKHE M TPOTpaMMHBIC CPEJICTBA, CPEACTBA U
Mepbl 3alIUThl UHPOPMAIMK JOJIKHBI OBITh pealn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHUS



HAayKd W TEXHUKH, HAYYHO OOOCHOBAaHBI C TOYKM 3PEHUS IOCTIKCHHS 3aJaHHOTO YPOBHS
Oe3omacHOCTH WHGOPMAIMK H JODKHBI COOTBETCTBOBATh YCTAHOBIEHHBIM HOpMaM U
TpeOOBaHUSM 110 0€30IIaCHOCTH TIEPCOHAIBHBIX JIaHHBIX.

CucreMa 3alIUTHI MEPCOHATBHBIX JAHHBIX JIOJDKHA OBITH OPMEHTHUPOBAHA HA pPELICHUS,
BO3MOXHBIE PHUCKH ISl KOTOPBIX M MEphl MPOTHBOJCHCTBUS OTUM pPUCKaM TPOILIA
BCECTOPOHHIOIO TEOPETHUECKYIO U MPAKTHUECKYIO TIPOBEPKY.

6.14 Crneumanmzarus u npodeccHoHaIn3mM

[Ipenmonaraer mpuBIEYCHHE K pa3pabOTKe CPEACTB M pealu3alid Mep 3alluThl
UHPOPMAIIUU CIICIHATM3UPOBAHHBIX OpraHU3alnii, HauboJiee MOArOTOBICHHBIX K KOHKPETHOMY
BUY JCATEIBHOCTH 1O OOCCIICYCHUI0 0€30IMaCHOCTH MEPCOHAIBHBIX JIaHHBIX, UMEIOIIHX OIIBIT
MPAKTUYECKOH padOThl M TOCYJAPCTBEHHYIO IUIIEH3UIO HA TMPABO OKa3aHHs YCIyr B ITOU
oOmactu. Peanmzanusi agMHUHHCTPAaTUBHBIX MEp M OKCIUTyaTalllsi CPEICTB 3allUThl JOJDKHA
OCYIIECTBISATHCS IpodhecCHoHaNbHO moAroToBIeHHbIMU crierranuctamMu OO0 « Y1 Cubupmy.

6.15 O0s3aTeTbHOCTh KOHTPOJIS

[Tpenmosaraer 00sA3aTeTLHOCTh U CBOEBPEMEHHOCTD BBISIBIICHUS U TPECEYCHUS TOTBITOK
HApYIICHHUS YCTAHOBJICHHBIX IMpaBHJ OOecrieueHusi 0€30MacHOCTH TEPCOHANBHBIX JTaHHBIX Ha
OCHOBE HCIIOJIb3yeMBIX CHCTEM W CpPEICTB 3allUThl MH(POPMAIMH TPH COBEPIICHCTBOBAHUU
KPUTEPHEB U METOJIOB OLICHKHU 3(D(DEKTUBHOCTHU 3TUX CUCTEM M CPEJICTB.

KoHTponb 3a JesTeNbHOCTRIO JIFOOOTO TOJIE30BATENSI, KAXKIOTO CPEICTBA 3alIUTHI U B
OTHOILEHUH JIIOOOTO OOBEKTa 3allUThl JOJDKEH OCYIICCTBISTBCS HA OCHOBE NPUMEHCHHS
CPEICTB  ONCPATUBHOTO KOHTPOJISI ¥  PETHCTpallMd M JIOJDKEH  OXBaThIBaTh  Kak
HECAHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHbBIC ICHCTBHS MOJIB30BATEIICH.

VII. Mepbl, MeTOIbI U CPeICTBA OOecnedeHUs1 TPedyeMOro YpoBHs 3a1MILEHHOCTH

OGecnieyenne TpeOyeMOro ypOBHS — 3alIMIIEHHOCTH  JOJDKHO  JOCTUTAThCA €
UCTOJIb30BAaHUEM MeEp, METOJOB M CpeAcTB Oe3omacHOCTH. Bce Mepbl obecnedeHus
0e301macHOCTH WH(OPMAIIMOHHBIX CHCTEM TEPCOHAIBHBIX TaHHBIX MOIPA3ICISIFOTCS Ha!

- 3aKOHO/IaTeNIbHBIE (TIPaBOBLIE);

- MOpaJbHO-3THYECKHE;

- OpraHu3alMoOHHbIE (aIMUHUCTPATUBHBIE);

- ¢usnyeckue;

- TEXHUYECKUE (anmapaTHbie U IPOrPaMMHBIE).

[lepeuenr BbIOpaHHBIX Mep oOecriedeHust Oe3omacHOCTH oTpaxaercs B Ilmane
MEpOTNPHUATHIA 0 00ECIIEUYSHHIO 3aIUTHI TEPCOHABHBIX TAHHBIX.

7.1 3akoHojaTenbHbIE (IIPABOBHIE) MEPHI 3ALIUTHI

K mpaBoBbIM MepaMm 3allMThl OTHOCSTCSA JEHCTBYIOIIME B CTpaHE 3aKOHBI, yKa3bl U
HOPMATHBHBIE aKThl, PETJIAMEHTHPYIOIIHNE IpaBHia OOpaIIeHUsI C MEPCOHATHHBIMH JTaHHBIMH,
3aKpeIUIAIoNIUe MpaBa U 00A3aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOLICHWH B Ipoliecce
ee 00pabOTKM M HCIIOJIb30BAHUS, a TAK)KE€ YCTAHABIIMBAIOIIME OTBETCTBEHHOCTh 3a HApPYLIECHUS
3TUX TMPaBWI, NPENSATCTBYS TEM CaMbIM HENPAaBOMEPHOMY HCIIOIb30BAHUIO TEPCOHATBHBIX
JAHHBIX U SBISTIONIAECS CICPKUBAIOMIMM (haKTOPOM IS TIOTEHIIMAIBHBIX HAPYIITHTEIICH.

IIpaBoBble MepBl 3aIUTBl HOCSAT B OCHOBHOM YIPEXAAIOUIUH, MpoQHUIaKTHUYECKUN
XapakTep W TpPeOYIOT TIOCTOSHHOW pa3bsICHUTENFHOW pPAa0OTHIl C TMOJB30BATEISIMH U
00CITy’KUBAIOIIUM NIEPCOHATIOM CHCTEMBI.

7.2  MopaiabHO-3THYECKHE MEPBI 3aIUTHI

K MopasibHO-3THUECKUM MepaM OTHOCSATCS HOPMBI MOBEJEHHs, KOTOPbIE TPaJUI[MOHHO
CJIOKWJIUCH WJIM CKJIQJBIBAIOTCS IO Mepe pacmnpocTpaneHuss OBM B crpane wim obmectse. OTr
HOpPMBI OOJIBIIEH YacThIO HE SIBIISIOTCS 00s3aTEIbHBIMHU, KaK 3aKOHOJATEIbHO YTBEpIKICHHBIC
HOPMAaTUBHBIE AaKThl, OAHAKO, MX HECOOJI0JeHHEe BeIeT OOBIYHO K TMAaJEHHUI0 aBTOPHUTETA,
IPECTHIKA YeJIOBEKa, TPYIIIIbI JIUI] WK OpraHu3alui. MopalbHO-3THYECKHUE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMep, OOIIeTNpPU3HAHHBIE HOPMBI UYECTHOCTH, MATPUOTH3MA U T.I.), TaK U
MHUCaHbIe, TO €CTh 0(POPMIICHHBIE B HEKOTOPHIN CBOJ (YCTaB) MPaBUJI WM TPEANUCAHHUM.

MopanbHO-3THUECKHE MEpbl 3alIUThl SBISIOTCA MNPO(PUIAKTUYECKUMH U TpeOyloT
MOCTOSIHHOM pa®oThl 1O CO3JaHHIO 3J0POBOTO MOPAIBHOTO KJIMMaTa B KOJUJICKTHBAX



nozpaszzeneHuii. MopaabHO-3THYECKHE MEpbl 3aIIUThl CHUXKAIOT BEPOSITHOCTh BO3HUKHOBEHUS
HETaTUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

7.3 OpranuzanmoHHbIC (aIMUHUCTPATUBHBIE) MEPHI 3aITUTHI

Opranu3zanvoHHble (aIMUHUCTPATUBHBIE) MEPHI 3aIUTHI - 3TO MEPhl OPraHU3aAMOHHOTO
XapakTepa, perjiaMeHTUPYIOLIUEe Mpolecchl (YHKIMOHUPOBAHUS WH(GOPMAIMOHHBIX CHCTEM
MEPCOHAIBHBIX JIAHHBIX, MCIOJIB30BAHUE PECYpCOB MH(DOPMAIMOHHBIX CHCTEM IMEPCOHATHHBIX
JTAHHBIX, JAESITEIbHOCTh OOCIY)KHMBAIOILIETO IMEepCOoHalla, a TakkKe IOPSI0K B3aWMOACHCTBUA
MoJIb30BaTee ¢ WH(OPMAIMOHHBIMU CHCTEMaMHU MMEPCOHAIBHBIX JTAHHBIX TaKUM O00pa3oM,
4yTOOBl B HaWOOJBIICH CTENEHH 3aTPYAHUTH WIM MCKIIOYUTH BO3MOXKHOCTb Peau3allii yrpo3
0€30MacHOCTH U CHU3UTh pa3Mep MOTEPD B CIydae UX peaan3aliu.

['maBHass 1enp  aJAMUHUCTPATHBHBIX  MEp, MOPEANPUHUMAEMBIX HAa  BBICHIEM
yIpaBICHYECKOM ypOBHE — CGOPMUPOBATh MONUTUKY HHGOPMAIMOHHON Oe30MacHOCTH
MEPCOHAIBHBIX JAHHBIX (OTPAKAIONIYI0 MOIXOJbI K 3aluTe WHPOPMAIMU) U OOCCIICUUTHh ee
BBITNIOJIHEHHE, BbIIENSSE HEOOXOJUMbIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIEII.

Peanuzanuss monuTHKH HHPOPMAIIMOHHOW OE30MACHOCTH TEPCOHAIBHBIX JIaHHBIX B
MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX COCTOSIT U3 MEp aJMUHUCTPATUBHOIO
YPOBHS ¥ OPTaHU3AaLMOHHBIX (TIPOLIETYPHBIX) MEP 3aIMUTHI HHPOPMAIUH.

K anMuHHCTpaTHUBHOMY YpPOBHIO OTHOCATCS PEUICHHs] PYKOBOJCTBA, 3aTparuBalOIIUe
JIESATETLHOCTh PAaCCMATPUBAEMBIX B IIEJIOM. DTHU PEHICHUS 3aKPEIUISIFOTCS B JIOKAJTBHBIX aKTax
000 «YLI Cubupwuy». [IpuMepoM Takux perieHHi MOTYT OBITh:

- IPUHATHE pemeHUuss O (GOPMUPOBAHUM HIU TIEPECMOTPE KOMILJICKCHOW IPOTPaMMBI
oOecrieueHrss 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX, OMNpPEJEICHHE OTBETCTBEHHBIX 3a €€
peanusanuio;

- ¢popmynupoBaHue  IieNield, TMOCTAaHOBKA  3ajad, OIpeAeJeHHe  HaIlpaBJICHUN
JESITEIbHOCTH B 00J1acTH 0€30MaCHOCTH MEPCOHANBHBIX JaHHbIX;

- IPUHATHE PEIICHUI MO BOMPOCaM peau3alii MporpaMMbl O€30MaCHOCTH, KOTOpPHIE
paccmatpuBatorcs Ha ypoBHe OO0 «YII Cubupu» B 1iemnom;

- o0ecrieueHre HOPMATUBHOM (MPaBOBOI) Oa3bl BOMPOCOB O€30MACHOCTH U T.II.

[TonmuTuka BEpXHEro YpOBHS JOJHKHA YETKO OYEPTUTH Cepy BIUSHUA U OTPAHUUYCHHS
MpU  OMpEeNeTeHUN Ieleil 0Oe30MacHOCTH TEPCOHANBHBIX JAHHBIX, OINPEISIUTh KaKUMHU
pecypcamu (MaTepHallbHBIE, TIEpPCOHAN) OHHM OYAYT JOOCTUTHYTHI W HaWTH pa3yMHbIN
KOMIIPOMHUCC ~MEXAY TPUEMJIEMBIM YpPOBHEM 0€30MacHOCTH M (YHKIIMOHATHHOCTHIO
MH(OPMAILIMOHHBIX CUCTEM.

Ha opranuzanimoHHOM ypoBHE OIpENEsIOTCS IPOLEAYPHI U IIpaBuila JOCTUKEHUS 1iesei
W peIIeHUs 3a7a4d TMOJHUTHKKA WHOOPMAIMOHHOW O€30MacHOCTH TMEPCOHATBHBIX TaHHBIX. JTH
MpaBujia ONpPEAEIISIOT:

- KaKOBbl pOJIM U OOS3aHHOCTH [JOJKHOCTHBIX JIMI, OTBEYAIOIIME 3a IPOBEICHUE
MOJIUTUKU O€30MaCHOCTH MEePCOHATBHBIX IAHHBIX, a TAK K€ UX YCTAHOBUTH OTBETCTBEHHOCTH;

- KTO UMEET TpaBa JI0CTyNa K MePCOHAIbHBIM JaHHBIM,

- KaKUMH MEpaMH U CPEJICTBAMHU O0ECIIeUNBAETCS 3alUTa MEPCOHATBHBIX JTaHHBIX;

- KaKUMH MepaMH U CpeICTBaMU oOecleynBaeTcsi KOHTPOIb 3a COOJNIOICHHEM
BBEJIEHHOT'O peXHMa 0€30I1aCHOCTH.

Oprann3aluOHHbIE MEPHI JOJKHBI:

- IpeaycMaTpuBaTh  perjaMeHT HWHQPOPMAIMOHHBIX  OTHOIIEHWUW, HMCKIIOYAIOIINX
BO3MOKHOCTh HECAHKIIHOHUPOBAHHBIX JIEHCTBUIA B OTHOIICHUH OOBHEKTOB 3aIHUTHI;

- OMNpeNeNsaTh KOAIMIIMOHHBIE M HEPApXUYECKHE MPUHIUIBI U METOIbl Pa3TpaHUUYCHUS
JOCTyTa K MePCOHATBHBIM JaHHBIM;

- ONpeneNsaTh TMOPSAIOK pabdOThl C MPOTPAMMHO-MATEMATHUYECKUMH H TEXHUYECKUMH
(ammapatHbIe) CpeICTBAMHU 3AIUTHI U KPUITO3AMIUTHI U IPYTHX 3aIUTHBIX MEXaHU3MOB;

- opranu3oBath Mepbl npotuBoxaeiictBus  HCJ] monp3oBarensiMu  Ha  3Tamax
ayTeHTU(UKAINK, aBTOPU3ALMU, HIACHTU(UKALNNU, OOECICUMBAIOIINX TapaHTHH pealu3alluu
IPaB U OTBETCTBEHHOCTH CYObEKTOB MH()OPMALIMOHHBIX OTHOLLICHUI.

B opranu3zannoHHbie MEPBI JOTKHBI COCTOSITh U3:



= OrpaHH4YCHUC OOCTYIIa B IMOMCEIICHUA, I'I€ PaCIlOJIOXKCHBI HH(i)OpMaHI/IOHHBIC CHCTEMBI
NEPCOHAIBHBIX JAHHBIX M UX OTACIIBHBIC DJICMEHTHI,

- IOPSIOK JIONMyCKa COTPYJHUKOB K HCIOJB30BAaHUIO PECYypcoB HHGOPMAIMOHHBIX
cucreM nepcoHanbHBIX JaHHBIX OO0 «Y1I Cubupmny;

- perjaMeHTa TpOLECCOB BeIeHUs ©0a3 JaHHBIX M OCYLIECTBICHHS MOAM(UKALNU
UH(POPMALIMOHHBIX PECYPCOB;

- peryiaMeHTa MpOoIEecCOB OOCTY)KUBAaHHUS U OCYIIECTBICHUS MOIU(PHUKALNK AlIIapaTHBIX
U IPOTPaMMHBIX PeCypcoB HH()OPMAIIMOHHBIX CUCTEM IEPCOHANBHBIX JaHHbBIX;

- MHCTPYKLMM T1osb30Baresiel MH(GOPMALMOHHBIX CHUCTEM HEPCOHAIBHBIX JaHHBIX
(amMuHHCTpaTOpa, AIMHHUCTPATOpPa OE30IIACHOCTH, OLIEPATOPa);

7.4 ®uznueckue Mephl 3alTUThI

dusnueckue Mepsl 3allUThl OCHOBAaHBbI Ha NMPUMEHEHUHM Pa3HOrO POJa MEXaHWYECKHX,
NIEKTPO- WM  3JIEKTPOHHO-MEXaHMYECKUX  YCTPOMCTB M COOPYKEHUH, CIIeLHaIbHO
OpeJHA3HAYCHHbIX s CO3JaHUs (U3UYECKUX MPEMATCTBUM Ha BO3MOXKHBIX IYTAX
IPOHUKHOBEHUS U JIOCTyla IOTEHLMAJIbHBIX HApYIIUTEIEHM K KOMIIOHEHTaM CHCTEMbI U
3alMIaeMoil HH(POPMALIMK, a TAK)Ke TEXHUUECKUX CPE/ICTB BU3YaJIbHOTO HAOIIO/IEHUS, CBSI3U U
OXPAHHOM CUTHAIU3ALUY.

dusnueckas 3alUTa 3/7aHUM, MOMEIIEHUH, OOBEKTOB M CpeACTB HH(OpMaTU3ALUU
JIOJIKHA OCYILLECTBIISITHCS IIyTEM YCTAHOBJIEHUSI COOTBETCTBYIOLIUX ITOCTOB OXPaHBbI, C MOMOLIbIO
TEXHUYECKUX CPEJCTB OXPaHbl WM JIFOOBIMU IPYTUMHU CHOCOOaMH, MPEIOTBPAIAIOIIUMU HUIIH
CYILIECTBEHHO 3aTPYIHSIOUIMMH IPOHUKHOBEHUE B 3/1aHUE, IMOMEIEHUS MOCTOPOHHMX JIUL,
XMILEHHEe MH(OPMAIIMOHHBIX HOCHTENEH, caMMX CPeACTB MH(OpMaTH3alMM, HUCKIFOYAIOLUIMMU
HaXO0X/IEHUE BHYTPU KOHTPOJIUPYEMOI (OXpaHsAEeMOii) 30Hbl TEXHUYECKUX CPEJICTB PA3BEIKU.

7.5 AnmnapatHo-nporpamMMHble cpefcTsa 3amuThl [1/1H

TexHuueckue (anmmapaTHO-MPOTrPAMMHBIE) MEPBI 3alllUThl OCHOBaHbI HAa MCIOJIb30BaHUU
Pa3IMYHBIX MIEKTPOHHBIX YCTPOMCTB U CHEIMAIBHBIX IIporpaMM, Bxoadmux B coctas UCII/IH n
BBITMOJHSIOUINX (CAMOCTOSATENBHO WM B KOMILUIEKCE C APYTUMHU CPEACTBAMU) (DYHKIUHU 3aIIUThI
(uneHTH(UKAUIO U ayTeHTU(UKALUIO MOJb30BaTeNel, pasrpaHUYeHre JOCTyla K pecypcam,
perucTpaiuio coobITui, KpunTorpadpuyeckoe 3aKpbITHe UHPOPMALIUU U T.11.).

C yderoM Bcex TpeOOBAaHMN M NMPUHLMIIOB oOecredeHus 0e30MacHOCTH MEePCOHATBHBIX
JaHHBIX U MH(GOPMAIMOHHBIX CHCTEMax MO BCEM HANpaBICHUSIM 3alIUTbl B COCTaB CUCTEMBI
3aIUTHI TOJDKHBI OBITh BKJIFOUEHBI CIIEAYIOIINE CPEACTBA:

- cpeAcTBa WACHTH(PUKAUUU (ONO3HABaHUS) W AayTeHTHUQHUKAUUU (ITOATBEPXKIECHUS
HOJUIMHHOCTH) OJIb30BaTeNe HHPOPMALIMOHHBIX CUCTEM MTEPCOHATIbHBIX JJAHHBIX;

- CpeACTBa pa3rpaHUYEHHUs JOCTYIa 3apErUCTPUPOBAHHBIX MOJIb30BATENIE CUCTEMBI K
pecypcaM HH(POPMAIIMOHHBIX CUCTEM MepcoHanbHbIX TaHHBIX OO0 « VY1 Cubupny;

- cpencTBa oOecreyeHus: M KOHTPOJIS LEJOCTHOCTH MPOTrPaMMHBIX U MH(OPMAIIMOHHBIX
pecypcos;

- CpeJlCTBa ONEePATUBHOIO KOHTPOJISI M PErHCTPALUU COOBITUI O€30MaCHOCTH;

- KpunTorpaduieckrue CpeicTBa 3alUThl NEPCOHATBHBIX JAHHBIX.

VYcnenHoe npuMeHeHHe TEXHUYECKUX CPECTB 3alllUThl HA OCHOBAHUU NPEACTABICHHBIX
BBIIIIE TPHUHIMIIOB TPEAINOJAraeT, 4YTO BBINOJHEHHE MEPEYHCICHHBIX HIDKE TpeOOoBaHUMA
o0ecrie4eHo  OpraHM3alMOHHBIMM  (aIMUHUCTPATUBHBIMM) MEpaMH M  HCIOJIb3yEMbIMU
(U3NUECKUMU CPEICTBAMH 3allUTHI:

- obecrieueHa (u3MUecKasi IETOCTHOCTh BCEX KOMIIOHEHT HH(OPMAIMOHHBIX CUCTEM
NEPCOHAIBHBIX JJaHHBIX;

- K&K COTPYAHMK (TIOJB30BATENb) WM TPYyMNa MOJb30BaTesel MH(OPMAIIMOHHBIX
CHUCTEM MEpCOHAJbHBIX [aHHBIX MMEET YHUKAJIbHOE CHCTEMHOE HUMS U MHHHMMAaJIbHO
HEOOXOAUMBIE JJISi BBIMOJHEHHUS UM CBOUX (DYHKIIMOHAIBHBIX OOS3aHHOCTEW MOJHOMOYUS IO
JOCTYIy K pecypcam CUCTEMBI;

- BC6 U3MEHEHHMs KOH(QUTypallMM TEXHHYECKUX U  HIPOTPaMMHBIX  CpEACTB
MH(POPMALIMOHHBIX CHUCTEM IME€PCOHATBHBIX JAaHHBIX IPOU3BOMAATCS CTPOTO YCTAHOBJIECHHBIM



NOPSAIKOM (PETUCTPUPYIOTCA M KOHTPOJUPYIOTCS) TOJBKO HAa OCHOBAaHUHM PACIOPSKEHUMN
Pexropa OO0 «Y1I Cubupny,

- ceTeBoe 000pyJOBaHHE (KOHILIEHTPATOPbl, KOMMYTATOpPbI, MapUIPyTU3aTOPbl U T.II.)
pacronaraeTcsi B MECTax, HEAOCTYMHBIX [UJIs MOCTOPOHHUX (CIEUUATbHBIX MOMEIICHUSX,
mKkadax, u T.I1.).

- cnermamuctamu OO0 «VYII Cubupu» OCYIIECTBISAETCS HENPEPHIBHOE YIIpaBICHUE U
aJIMUHHUCTPATUBHAS MOJICPKKA PYHKIIMOHUPOBAHUS CPEJICTB 3aIUTHI.



